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Abstract

Al systems are increasingly deployed in real-world settings where
their behavior is shaped by dynamic environments, evolving data
distributions, and complex interactions with users and infrastruc-
ture. Traditional machine learning evaluation focuses on bench-
marks and operates within sandboxed environments, providing
only a limited view of the true system behavior in the wild. We
argue for the development of principled auditing frameworks that
monitor deployed Al systems throughout their lifecycle. We further
propose framing auditing as a statistical problem of monitoring con-
straint violations under uncertainty, where desired properties (e.g.,
fairness and safety) are treated as risk-controlled constraints that
must be continuously evaluated as systems evolve through iterative
feedback. This perspective highlights the need for uncertainty-
aware monitoring methods, socio-technical specifications of audit
criteria, and auditing infrastructures that enable ongoing oversight
of Al systems in the wild.

CCS Concepts

« Social and professional topics — Technology audits; « Com-
puting methodologies — Machine learning; Uncertainty quan-
tification.
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1 Auditing AI: A Clear and Present Need

Recent advances in machine learning have led to rapid development
and deployment of Al systems across many real-world domains. To-
day, Al and ML systems shape information access [33] and decision-
making in areas ranging from recommendation systems [1] and
financial services [21, 66] to Al assistants in healthcare [12], au-
tonomous agents [41], and embodied agents [24]. As these systems
are increasingly embedded in social and institutional processes,
ensuring their trustworthiness has become a core challenge.
Despite the growing societal impact, the dominant evaluation
paradigm in machine learning is mainly offline and pre-deployment.
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In practice, many of the most consequential behaviors of Al sys-
tems only emerge after deployment. These challenges are ampli-
fied by the rapid pace of innovation in AI [11]. Organizations face
strong incentives to deploy increasingly capable models quickly,
with the ever-evolving landscape and competition between frontier
Al players (e.g., DeepMind [61], Anthropic [6], & OpenAlI [55]).
This dynamic creates a “race” in which organizations prioritize
immediate deployment over careful evaluation and long-term risk
assessment. Organizations that largely ignore or pay lip service to
safety precautions may win the race in the short term, but at a cost
to society in the long term.

Researchers have highlighted the vulnerabilities in deployed Al
systems, including risks related to safety, legality, and security, as
well as their potential for discriminatory effects [29, 37]. As Al
systems continue to expand in capability and influence, public trust
in such systems is at a tipping point. Mechanisms that enable inde-
pendent verification of claims about system performance, fairness,
and reliability are increasingly important [35]. Effective auditing of
Al systems offers a promising approach to addressing this challenge
by assessing an organization’s claims about algorithmic efficacy,
safety, and security, while helping organizations detect failures,
mitigate fraud, and reduce discrimination [25]. Building such trust
is the essential fabric of modern society [8].

Effective and efficient auditing mechanisms enable the careful
deployment of Al systems and their democratic governance [23].
In short, auditing is essential for achieving trustworthy Al but the
challenges are daunting. First, the proprietary nature of many Al
systems makes auditing them challenging. Second, auditing requires
a quantifiable specification (from a legal, governance, safety, and
security standpoint, grounded in societal norms and specific silos
(e.g., health, finance)). Third, the socio-technical ability to assess
whether this specification continues to hold once such systems are
deployed at scale in the wild is non-trivial. Fourth, audits may be
public (black-box audits) or private (grey- and white-box audits
conducted by trusted third parties). Relatedly, audits are required
not only for the final product but also for the development process.
Finally, to ensure efficient deployment, audits should be seamless,
fast, secure, and accurate—enabling organizations to serve their
clients and/or the public effectively.

2 Dimensions of Al Auditing

Modern Al deployments involve complex interactions among mod-
els, data pipelines, infrastructure, and human users, and as a result,
auditing cannot be treated as a single evaluation task; it must in-
stead consider several complementary dimensions.

2.1 Lifecycle

2.1.1  Pre-Deployment Al Evaluations. The dominant paradigm for
evaluating Al systems has primarily focused on pre-deployment
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evaluations, where models are trained on historical data and eval-
uated on benchmark datasets or held-out test sets prior to deploy-
ment. This paradigm enabled rapid progress in algorithmic develop-
ment and comparisons of model performance, further motivating
innovations by organizations and research labs. However, as Al
systems are increasingly deployed in dynamic real-world environ-
ments, benchmarking often provides only a narrow view of system
behavior [46]. Importantly, such benchmarks can be manipulated
and engineered (see, for example, Pendragon’s case against Sun
Microsystems on the CaffeineMark Benchmark in the 1990s [65]
or the more recent Volkswagen “dieselgate” scandal). In practice,
the reliability, safety, and societal impact of Al systems are deter-
mined not only by their performance on static benchmarks but also
by their interactions with evolving environments, infrastructure,
and human users. Several features of modern Al systems limit the
effectiveness of a purely pre-deployment evaluation.

Limited Visibility into Complex AI Systems. Modern Al sys-
tems rarely consist of a single model operating in isolation, but
instead include several models embedded within complex pipelines
that include data collection, model training, deployment infrastruc-
ture, and downstream decision-making processes [54]. These sys-
tems, in turn, interact with external components (e.g., data sources,
other automated systems), raising questions about the provenance of
Al systems. As a result, evaluating a model on a benchmark dataset
provides a limited view of the broader system behavior. Further-
more, Al system internals and decisions made during development
are not well understood (or even shared), resulting in sources of
uncertainty that are ignored by evaluation or auditing. For example,
a key component of model development that is commonly over-
looked concerns how data is collected (i.e., data provenance) for
training, as well as whether data from diverse contexts (e.g., dif-
ferent socio-cultural groups) is well-represented. Finally, system
failures may encompass issues in data collection or system integra-
tion, highlighting the incompleteness of existing model evaluation
mechanisms for assessing the entire Al system pipeline.

Real-World Dynamics. Al systems that are deployed in real-world
settings must operate in inherently dynamic environments—data
distributions may shift over time [2], user behavior may evolve in
response to system outputs [13], and new or unintended use cases
may emerge after deployment (see, for example, Microsoft’s Tay
chatbot from 2016). These dynamics can produce behaviors that
are difficult to anticipate during development. For example, model
performance can degrade due to distribution shift [34] or amplify
biases through human-AI feedback loops [27]. This is exacerbated
for embodied AI, where distribution shifts can lead to unreliable
performance and dangerous behaviors (i.e., obstacle collisions) [57].
Pre-deployment testing can help identify certain classes of failures,
but it cannot fully anticipate how systems will behave in complex
social and technical environments.

Incentives for Rapid Deployment. The aforementioned chal-
lenges are compounded due to the incentive to rapidly develop
and deploy Al systems. Frontier Al companies operate in a com-
petitive environment in which rapid innovation and deployment
are required to remain relevant and deliver significant advantages.
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As a result, organizations compete by prioritizing incremental im-
provements and rapid release cycles to remain competitive. The
emphasis shifts to achieving state-of-the-art performance on widely
used existing benchmarks and product metrics, rather than devel-
oping robust mechanisms for long-term understanding of behavior
and risks. While this perspective has led to remarkable Al capabil-
ities, it disincentivizes a focus on comprehensive evaluation and
oversight. The gap between technological advancement and mech-
anisms for monitoring, governing, and auditing continues to widen
as we advance in the former while neglecting the latter.

The Need for Auditing Across the Al Lifecycle. Altogether,
these factors highlight the limitations of evaluation frameworks that
solely focus on model performance prior to deployment. Ensuring
Al systems remain reliable and trustworthy requires mechanisms
that extend beyond traditional benchmark-based evaluations and
encompass the entire lifecycle of Al systems. In particular, there is a
need for approaches that enable ongoing auditing of Al systems
during development and deployment, allowing researchers,
organizations, and regulators to monitor system behavior, detect
emerging risks, and intervene when necessary. Such approaches
can help bridge the gap between static (model) evaluation and the
dynamic environments in which the Al systems actually operate.
This leads us to critically understand what post-deployment eval-
uations (or auditing) entails.

2.1.2  Post-Deployment Al Auditing. Auditing comprehensive Al
systems after deployment poses additional challenges and questions.
Incorrect usage of Al models can lead to catastrophic performance
[44], thereby flagging a model as unsafe post-deployment. However,
the scope of the audit may be focused on compliance when the
model is used within reason. Thereby, introducing ambiguity, i.e.,
“what is within reason?”, into the auditing problem and requiring
careful treatment in scoping [32]. Furthermore, large-scale audits
will require automated data filtration of data collected during de-
ployment to align with the scope of the auditing problem, thereby
increasing the scope for errors in the auditing pipeline.

A well-known example of the complexity of post-deployment
auditing arose in the case of the COMPAS recidivism risk assess-
ment tool used in U.S. criminal justice systems. An investigation
by ProPublica argued that the system exhibited racial disparities in
false positive rates when predicting recidivism risk, suggesting dis-
criminatory outcomes against Black defendants [5]. In response, the
system’s developer contested these findings, arguing that the model
satisfied an alternative fairness notion based on calibration across
groups [20]. The resulting debate highlighted that post-deployment
auditing is not merely a technical task but also depends critically
on the specification of auditing criteria and the interpretation of
statistical evidence. Without clear specifications for fairness or
risk thresholds, different auditing analyses may reach conflicting
conclusions despite relying on the same underlying data.

Post-deployment auditing further encounters data heterogeneity,
with the ubiquitous use of the same Al models, e.g., how educators
use Al to create lesson plans, vastly differing from how software
developers use them. Audits that focus on global performance across
all tasks (e.g., toxicity in LLMs) will require careful handling to
accurately reflect the model’s behavior, even when certain tasks
are prone to eliciting non-compliant behavior.
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Unlike pre-deployment auditing, correcting compliance issues
in deployed models also poses several challenges: corrections must
be made on the fly under expedited timelines while addressing the
audit results. These constraints preclude full-model retraining and
require us to consider approaches that seamlessly transition model
audits to model updates.

2.2 Access Levels and Institutional Roles

Another important dimension of Al auditing concerns both the
level of access that auditors have to the system and the institutional
actors responsible for conducting the audit. In practice, these two
aspects are closely related: different stakeholders typically operate
under different levels of system visibility. For example, external
researchers often rely on black-box interaction with deployed sys-
tems, whereas internal teams may have full (white-box) access to
model internals and training pipelines.

As more and more Al companies compete to develop and deploy
their own models, to maintain a competitive advantage, companies
are becoming less transparent and more restrictive about their data,
model architectures, and other system components, making black-
box auditing techniques more desirable [35]. That said, certain
companies do (partially) open-source these details (e.g., Llama 4,
Qwen, DeepSeek), resulting in wider adoption since end-users can
independently evaluate model performance.

Table 1 summarizes common auditing actors and the levels of
system access typically available to them. These categories are
not mutually exclusive, but they illustrate the range of possible
auditing arrangements in practice and highlight the importance of
a diverse auditing ecosystem. No single actor has complete visibility
into the behavior and risks of complex Al systems. Internal teams
possess the deepest technical access, while external researchers and
users often observe real-world behaviors that may not emerge in
controlled testing environments.

2.3 Targets for Al Auditing

Auditing Al systems requires examining multiple aspects of system
behavior and impact. A recent report from NIST highlights six
categories for post-deployment monitoring [50], which are useful
for categorizing Al auditing while allowing interactions between
categories (e.g., human-Al interactions can cause safety failures).

Functional Audits. Functional auditing can be seen as an ex-
tension of benchmark evaluations, but focused on whether an Al
system continues to perform reliably as intended after deployment.
This includes evaluating model performance under real-world con-
ditions, identifying degradation due to distribution shifts, and de-
tecting unanticipated inputs or use cases.

Operational Audits. Operational auditing focuses on the broader
system, including the infrastructure that underlies the AI deploy-
ment (e.g., data collection pipelines, logging mechanisms, and ser-
vice reliability (uptime)). Failures in Al systems aren’t necessarily
due to the model; they can also come from other parts of the system
or from the integration of different subsystems. Operational audits
can be seen as evaluating system-level consistency and reliability.

Human-Al Interaction Audits. In many cases, Al systems operate
as part of human-Al teams, where humans interpret and act on
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model outputs. Auditing these interactions requires evaluating how
users understand, trust, and respond to model recommendations—
inspecting the feedback loops and the potential for automation bias
or misuse. This is particularly challenging as there are no good
benchmarks, and it is unclear where to start for evaluation.

Safety and Security Audits. Safety and security auditing focuses
on whether Al systems are resilient to misuse, adversarial inputs,
and malicious attacks. This includes evaluating robustness to ad-
versarial manipulation and assessing guardrails against deceptive
or unsafe system behavior. These audits are particularly important
for systems deployed in high-impact or adversarial environments.
Recent work has also explored safety protocols designed to pre-
vent models from intentionally subverting safeguards. For example,
Greenblatt et al. [28] proposes “control evaluations,” a methodology
for evaluating safety protocols by simulating adversarial models
that attempt to bypass monitoring and auditing mechanisms. How-
ever, in such settings, when we use a separate Al model as the
auditor, it is natural to ask who audits the auditor? For this reason,
we benefit from considering auditing as a statistical framework,
which further motivates our proposed perspective of treating au-
diting as a risk-control framework.

Compliance Audits. Compliance auditing assesses whether Al
systems adhere to relevant laws, regulations, and organizational
policies. This may include verifying that systems meet requirements
related to fairness, privacy, safety standards, or domain-specific
regulatory obligations. As regulatory frameworks for Al continue
to evolve, compliance audits play an important role in ensuring
that organizations deploy Al systems responsibly.

Large-scale Impact Audits. Large-scale impact auditing consid-
ers the broader effects of Al systems once deployed. This includes
identifying unintended harms, discriminatory outcomes, or sys-
temic risks that may emerge across populations or institutions.
This is especially important in the current Al climate, with frontier
Al companies deploying models that garner millions of monthly
users! from people across the world. Such audits often require lon-
gitudinal analysis and interdisciplinary approaches, as the societal
consequences of Al systems may evolve and vary across contexts.

3 Blue-Sky Vision and Challenges

Position Statement: We argue for the development of principled
auditing tools that assess Al systems in the wild and provide feed-
back mechanisms to maintain compliance with desired properties.
We view the auditing of Al systems as a statistical problem of mon-
itoring constraint violations under uncertainty. Modern Al systems
are deployed in dynamic environments where data distributions
shift, user behavior evolves, and ground truth labels may be de-
layed or unavailable. Consequently, auditing cannot rely solely on
deterministic evaluation metrics or static benchmarks; instead, it
must quantify the risk that deployed systems violate important
constraints such as fairness, safety, or regulatory compliance.
Under this perspective, auditing becomes a problem of continu-
ously monitoring whether deployed systems satisfy specified con-
straints as they interact with real-world environments. Because

There were a reported 18.9 million monthly active Claude Al users in early 2026.
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Table 1: Institutional actors involved in AI auditing and the levels of access typically available to them. Different actors
contribute complementary forms of oversight, ranging from internal technical audits to independent public scrutiny.

Auditor Type Access Role Example Audit Tasks
Level
Internal Organizational Teams [31, 47] White-box  Internal oversight and ~ Audit training pipelines and datasets; conduct internal

risk management

safety evaluations and red-teaming

Trusted Third-Party Auditors [53] Grey-box

Independent technical ~Assess model documentation and evaluation protocols;
evaluation

test for safety or fairness issues under controlled access

Regulators and Government Agencies [60]
White-box

Grey-box / Regulatory oversight Verify safety adherence, privacy, or consumer protection
and compliance checks  requirements; review system documentation or logs

External Researchers and Civil Society [36, 53] Black-box

Independent scrutiny Probe systems by testing inputs and outputs; detect biases,
of deployed systems

unsafe behaviors, or unintended model responses

User Audits and Participatory Governance [18, 42, Black-box

Real-world feedback Surface unexpected failures or harmful outputs during

59, 63] and incident reporting  everyday system use; report incidents and emerging risks

observations of system behavior may be noisy, incomplete, or influ-
enced by human-AlI interactions and surrounding infrastructure,
auditing must reason about uncertainty in both the data and evalu-
ation processes. This framing highlights several core challenges for
AT auditing: specifying measurable constraints, estimating system
behavior under uncertainty, and designing auditing mechanisms
that operate continuously as systems evolve over time.

Lack of Trusted Specifications. Algorithmic fairness in machine
learning [9] has been a sandbox for developing auditing tools [26,
35, 68], where notions of fairness have been specified in regulations
(e.g., Four-Fifths Rule [22]). For example, figure 2 provides an ex-
ample of fairness auditing as it pertains to the COMPAS recidivism
dispute, where AVOIR [35] is used to validate both ProPublica’s
and NorthPointe’s claims about the recidivism system’s fairness,
which depended on the specific fairness specification. However,
the notion of safety in Al systems is less well-defined, with many
safety and alignment works operating under the perspective that
“we know unsafe behavior when we see it” [16, 40]. One of the key
challenges and initiatives the community is starting to pursue is
defining and specifying safety more precisely as something we can
monitor and audit against. Individual domains, such as environ-
mental and financial law, have defined their own specifications for
specific use cases, suggesting that specifications need to be very
siloed to make them quantifiable or evaluable, but also suggesting
that we can pull from these other domains to come up with a way
to define socio-technical specifications for Al safety.

Functional Auditing Challenges. Auditing models deployed in
real-world, dynamic environments introduces new challenges, in-
cluding drift, missing ground truth, and unexpected user behavior,
which complicate evaluation [39]. A risk-based perspective would
enable probabilistic measurement of constraints such as fairness,
safety, and compliance, providing a statistical foundation for audit-
ing. Recent works have explored methods to incorporate fairness
constraints into uncertainty quantification frameworks [51, 58, 62].
Conformal Fairness (CF) is one such work that provides a method
for performing fairness auditing in settings where the i.i.d. assump-
tion does not hold post-deployment. Figure 1 illustrates the end-
to-end pipeline for auditing post-deployment. A similar risk-based
perspective can be applied to safety, with clearly defined specifi-
cations that accommodate context and uncertainty. While these

methods use Conformal Prediction [64] as the underlying statis-
tical framework, other statistical frameworks can be used to give
guarantees on model performance [3, 10].

Operational, Data, and Compliance Challenges. Al infrastruc-
ture, data pipelines, and provenance tracking are fragmented in
practice, complicating auditing [39]. In addition to evaluating and
auditing the learning models, understanding the data used to train
them is just as crucial [52], but is less well explored. There has been
some work on auditing data membership [30]. There are also ways
to characterize properties of data that determine the effectiveness,
accuracy, and scalability of machine learning models, including the
5 Vs of big data—volume, velocity, variety, veracity, and value [19].
Data audits often examine these dimensions to assess dataset quality
and identify issues that may affect model performance. Data audits
are further complicated by federated deployments, data sovereignty,
and heterogeneous data types and modalities [14]. A similar risk-
based auditing perspective to Conformal Fairness can be applied in
federated settings [58], but the area remains ripe for exploration.
Compliance audits must navigate evolving policy landscapes and
ensure consistency across pre- and post-deployment phases. Ad-
dressing these challenges requires socio-technical solutions that
integrate technical, legal, and organizational perspectives.

Human-AI Teams and Socio-Technical Challenges. Auditing
models with humans in the loop, as users of Al (Human-Al teams)
or as auditors, obfuscates model behavior with human intent [15],
thereby undermining the reliability of the auditing results. The
auditing problem is analogous to partial-observation problems in
reinforcement learning and classical control theory [38], in which
the true state (the audit results) must be distilled from raw, noisy ob-
servations. However, this is challenged by the unintelligible nature
of human behavior and responses to information from ML mod-
els [17, 56]. To redress, we need to develop approaches that are ro-
bust to bias and uncertainty stemming from human behavior, draw
on insights from the partial observability literature, and balance the
socio-technical with humans-in-the-loop, while maintaining data
privacy and human safety. Furthermore, the epistemic uncertainty
of Al agents, combined with the cognitive uncertainty in human
decision-making, suggests that auditing should shift toward quan-
tifying the risk associated with the joint behavior of human-AI
teams, enabling a more reliable assessment of system compliance
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Figure 1: End-to-end Conformal Fairness pipeline. Once a classification model is trained, a conformal predictor is constructed
and later audited using a held-out auditing set that is exchangeable with the original calibration data. (Image source: [62])
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Figure 2: COMPAS dataset case study (Image source: [35]).
(a) Analysis done by ProPublica using False Positive Rate Bias
specification demonstrating a fairness violation. (b) Analysis
done by Northpointe using the False Discovery Rate.

and performance. The increasing prevalence of Al agents for a
broad spectrum of tasks necessitates further consideration.

Challenges with Modern AI Agents in Human-AI Teams. In
a recent case study, many users recognized the potential value of
agents for low-risk, repetitive tasks, but were skeptical of using
AT agents for complex medical and financial decisions, particularly
when errors could not be corrected [59]. Trust increased when Al
agents offered transparency, user control, and step-by-step expla-
nations. For silos, including health or finance, there was strong
support for agents requiring explicit consent before completing
tasks involving sensitive data. Thus, to increase user trust, a risk-
sensitive approach to auditing will be essential for providing con-
crete guarantees of model performance, particularly in high-risk
scenarios. Similarly, closing the development loop by incorporating
audit feedback will instill trust in a continually evolving environ-
ment. Lastly, [59] elucidates the need for more user case studies to
develop concrete audit specifications for agentic models.

Risk-Based Perspective on Constraint Violations Many audit-
ing tasks can be interpreted as verifying whether deployed systems
satisfy constraints that capture desirable properties such as fairness,
safety, reliability, or regulatory compliance. In practice, however,
these properties cannot typically be evaluated deterministically due
to noisy observations, incomplete data, and evolving deployment
environments. As a result, auditing must reason about the risk that
a system violates a given constraint. Under this perspective, audit-
ing becomes the task of estimating and monitoring the likelihood

of constraint violations as systems interact with real-world environ-
ments. This framing naturally emphasizes uncertainty-aware audit-
ing methods and motivates approaches that continuously monitor
system behavior and trigger intervention when risks exceed ac-
ceptable thresholds. Recent work on uncertainty-aware evaluation
methods, such as conformal approaches to fairness auditing [58, 62],
illustrates one possible direction for operationalizing this perspec-
tive. Broadly, risk-control methods for sequential decision-making
(cf. [4, 45, 48, 49, 67]) provide a relevant basis for encoding auditing
specifications and for maintaining rigorous guarantees. This per-
spective provides a method for quantifying uncertainty in the audit-
ing process, which we can then use to inform the feedback loop for
model development. This view aligns with causal and mechanism-
aware anomaly detection, which treats failures as violations of
stable system invariants rather than distributional shifts [7, 43].

4 Concluding Remarks

What would success look like for AI auditing? Under this risk-
based perspective, we would be able to quantify the uncertainty
or the “risk” associated with an audit criterion, which is then used
to inform subsequent model updates. If the information used to
perform subsequent development results in a model that passes the
audit (or controls the “risk”), we consider the audit a success.

Advances across multiple disciplines—including law, governance,
management, economics, and health sciences, as well as computer
science, engineering, signal processing, mathematics, and statistics—
will be necessary to address the challenges of auditing modern Al
systems. These challenges span the specification of measurable
constraints (e.g., fairness, safety, and compliance), the development
of mechanisms for monitoring deployed systems under uncertainty,
and the design of auditing processes that operate throughout the
lifecycle of an Al system. Comparable auditing practices already
exist in sectors such as finance, healthcare, pharmaceuticals, and en-
vironmental regulation, where systems are monitored continuously
and assessed against evolving regulatory and safety standards. An
important direction for future work is therefore to examine how
principles from these established auditing frameworks can inform
the development of uncertainty-aware auditing mechanisms for
modern Al systems across the Al lifecycle.
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